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Abstract: The existing intrusion detection algorithm, based on the concept of parallel genetic
algorithm and BP neural algorithm, is based on the cloud computing platform of network intrusion
detection algorithm Mr real-time large-scale intrusion detection data for detection. Compared with
the existing intrusion detection system, the efficiency and accuracy are greatly improved. Through
two groups of comparative experiments, the optimization algorithm Mr GA - BP average algorithm
is realized, which proves the performance advantage of intrusion detection system.

1. Introduction

The existing intrusion detection system does not meet the requirements of today's large-scale
data, and there are limitations and bottlenecks in detection accuracy, efficiency and accuracy [1]. In
the future, intrusion detection will have efficient detection efficiency and improve service quality on
the basis of improving efficiency in the short term. In order to collect the efficiency of node
processing activities used by the cloud environment of intrusion detection environment activities,
and greatly improve, timely warning can upload the source code of the data collected by the cloud
for intrusion detection analysis. The traditional intrusion detection algorithm (BP neural algorithm)
can adopt the idea of parallelization. In the cloud environment, the distributed processing of data
sources is deployed. If the distributed intrusion detection is implemented, the above problems can
be solved. It can not only expand the modern application field of cloud computing, but also improve
the performance of existing intrusion detection algorithm to another level, and upgrade the
development of intrusion detection to a new level.

2. Establishment of Network Intrusion Detection Algorithm
2.1 MR GA-BP

The network topology BP neural network of the algorithm is determined by the network layer,
the number of nodes, the activation function, the initial weighting factor, the learning algorithm and
the number of system errors. These decisions need to follow the following principles [2]. According
to the past experience, the three layers of BP neural network are considered as the priority, that is,
the output layer, the input layer and the hidden layer. The number of nodes in each layer is related
to many factors, such as the characteristics of sample data, the form of transfer function, the number
of input / output nodes. The initial weight coefficient determines the initial weight, which is
randomly generated in a specific category. In general, the initial weight is assigned between 0 and 1.
End condition. Determining the number of individuals in the population: when the number of
individuals in the population is small, the speed of GA algorithm can be improved, but the diversity
of individuals in the population is greatly reduced. The efficiency of the algorithm is reduced.
According to the previous research, generally 20 ~ 500. Coding method: real number coding; fitness
function: use BP neural algorithm to obtain each sample, and set the inverse proportion of the sum
of squared errors of all samples after execution as fitness function, selection operator: betting
method; crossover operator: real number coding mutation operator: This article takes the value of
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0.05. The system uses genetic algorithm to optimize the weight of BP neural network and control
the number of evolutions. When the number of evolutions reaches the maximum, it ends.
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Figure 1 Cost calculation procedure of step-by-step method
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2.2 The Idea of Parallelization

When dealing with a large number of data, in order to deal with serial data, using the traditional
idea, if the processing time and efficiency spend more time, so the initial data modularization, these
data modules of the machine need to be divided for parallel processing[3]. Because the processing
between them is not related, the processing efficiency is greatly improved. Each computing node
has a complete network. Moreover, the initial state of the network is the same. Reflect
parallelization in training. Each node acquires some sample data to train BP neural network. The
computer nodes satisfy some convergence conditions, and are induced. After collection, judge
whether to perform the next repeated processing.

’7 Cost

Cost-free Consumed

cost

Assets

Cost Loss

Balance Profit and
sheet — Loss —

Statement

Figure 2 Chart of cost and cost
2.3 Research on Security of Virtualized Network Environment in Computing Technology

Virtualization security innovation is the first step. For the traditional physical environment, its
security mainly depends on the traditional intrusion detection methods[4]. However, due to the
security differences between cloud computing and traditional systems, traditional intrusion
detection methods are difficult to effectively apply to cloud computing virtualization environment.
The security of cloud computing is closely related to the security of virtualization technology.
Because all the services provided by cloud computing come from the virtual machine of the server.
Only by protecting users' virtual machines can we overcome the security problems of cloud
computing. Therefore, it is very important to provide intrusion detection service for cloud
computing security. In order to ensure the safe operation of virtual devices, if the traditional
intrusion detection system is directly applied to the virtual environment, the corresponding intrusion
detection system must be installed on all virtual devices of the same cloud server. Typically, each
server has multiple virtual machines. The above solutions lead to a great waste of computer
resources of cloud service providers and greatly reduce the overall performance of the cloud
platform. In addition, cloud users with different security levels need to set different security policies
for each virtual machine. This makes people doubt the difficulty of security management of cloud
platform. At present, the feasible solution is to deploy intrusion detection system in privileged
virtual machine. This virtual machine is responsible for detecting the intrusion of each unprivileged
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virtual machine on the same server. The security of this deployment method is higher than that of
all user virtual machines [5]. Because the virtual machine is detected in the virtual machine
manager, it is difficult for users to find the virtual machine. Although the creation and elimination
of virtual machines are dynamic, the one-way visibility of virtual machines in the virtual machine
manager can be used to obtain the deployment and status information of users' virtual machines. In
this way, intrusion sensing virtual machine can dynamically detect user's intrusion behavior in
virtual machine.
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3. Mr GA-BP Algorithm Description

BP neural network has strong adaptability to learning and mapping [6]. In practical application,
the combination with genetic algorithm can avoid the shortcomings of BP. Based on the
shortcomings of current methods, MapReduce, GR BP average method is suggested. Using the
distributed computer system, based on the sample output corresponding to the weight of each
sample, rather than output the change of each weight. In order to form a matrix and add the
corresponding changes of weights of all samples, the average changes of each weight are obtained.
After learning, change a weight, change a new weight, as the initial weight of the next learning sent
to each node. The maximum number of learning stages reaches the stop, or the learning error of
each sample reaches the appropriate range.

4. The Main Viewpoints of Mr GA - BP Average Algorithm are as Follows.

In order to use BP genetic algorithm to optimize the weight of BP neural network globally, a
better search space is found in the solution space [7]. Then GA algorithm is used to optimize and
weight GA repeatedly. Find the most appropriate solution and weight for the train in this small
solution space. In order to perform the above algorithm uniformly for intrusion detection, intrusion
detection is organically combined. The weight randomly generated by HDFS in the stored scatter
table. In order to optimize the initial weight of map neural network, optimize the smaller solution
space and improve the convergence rate, MapReduce GA is used. In order to train the correct times
of maprespesebp neural network training, please start maprespesebp neural network training to
make the total error of samples reach the allowable range or reach the preset repetition frequency.
After training, the experimental results were compared statistically.

5. System Design and Implementation
5.1 Overall Structure of the System
The overall solution of IDS is mainly for current quality data [8]. In the past, the intrusion
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detection system can't pass a large number of data quickly and instantaneously. Because of a large
number of data, the weight adjustment process needs a huge program operation, and the most
important thing is that the measurement rate is also very low. The shortcomings of the previous
intrusion detection are solved by using the average algorithm of Mr GA BP proposed here. The
cloud based intrusion detection system is divided into intrusion detection data source monitoring,
intrusion detection data source preprocessing, data source storage and intrusion detection modules.

5.2 Data Source Acquisition

In the data source acquisition phase, the components commonly used to acquire data sources are
transceivers, agents, and adapters. The data source is mainly from host, network and log.

5.3 Data Source Preprocessing

Data preprocessing is very important to the whole process, because it needs to provide data
sources for subsequent intrusion detection and analysis [9]. Using high quality data sources can
improve the efficiency of the whole process. This study completed the follow-up processing of BP
neural network based on Hadoop platform, and because of the need for specific data format in the
training process, so in the data preprocessing stage, it needs to be further processed and converted
into BP. At this stage, the preprocessed data source is directly stored in the Hadoop distributed file
system. Therefore, data source preprocessing first removes redundant fields and redundant formats
from the source data.

6. Convergence Speed and Efficiency Test of the Algorithm

Comparison items: MapReduce BP, Mr GA - BP algorithm, Mr - BP. See the method proposed
in this experiment. Data source: complete data set, 708.2 MB, KDD cup 99 data set [10]. The
experimental results show that MrgA BP average method can improve the training speed more than
MrgA BP. This study suggests that mapressebp neural network training will be completed on
Hadoop platform. GA can shorten the training time and intrusion detection time of BP neural
network.

7. Conclusion

Big data security has always been the focus of attention. With the growth of business, a single
node computing platform can not deal with the security problem of adding a large amount of data.
In order to improve the calculation efficiency and detection accuracy, the distributed computing
platform must be used. This article provides a solution. The core of intrusion detection algorithm is
to use Mr GA average algorithm and the idea of parallelization. The optimal weight is obtained by
genetic algorithm. Then start the neural network training. The process adopts the Hadoop
framework of distributed computing platform, and the genetic algorithm and neural network
algorithm are implemented in the cloud computing platform. At the same time, in order to improve
the efficiency and accuracy of intrusion detection, the algorithm is improved.
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