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Abstract: In recent years, massive terminal connection and data transmission require 5G fast and
high security access becoming very challenging. Fast and low cost authentication methods are
neccessary. Radio frequency ﬁngerprint (RFF) as a non-cryptographic authentication method that is
based on devices’ hardware information is an asymmetric authentication method under the edge
computing system and almost all the computing load will be beared by the edge centre, which
means that this method is low cost for the terminals and may meet the requirements of high speed,
low power consumption and high security of 5G network. The existing best research on RFF
authentication method is the method of RFF identification based on machine learning, which
presenst high computing burden to the edge centre. In order to solve the problem of high
computational complexity and time consuming, a principal component analysis (PCA) algorithm
based on multi-resolution analysis and ReliefF was proposed. Experiments show that the scheme
can achieve better recognition performance with lower complexity. This paper first introduces the
principles of ReliefF and PCA algorithms, then introduces an improved algorithm based on multiresolution analysis and reliefF algorithm, and proposes a principal component analysis algorithm
based on the reliability of symbol features and sample selection. Finally, based on the data set
analysis, the high recognition rate and low signal-to-noise ratio after data reduction are verified.
1. Introduction
The rapid development of the mobile Internet, the exponential growth of wireless data demand,
the ﬁfth generation (5G) network era has emerged as the times require. Due to its openness,
terminal node mobility, and dynamically changing network topology, 5G networks are more
vulnerable to eavesdropping, replay, message modiﬁcation, and denial of service attacks. The lowpower and large-connection scenario in 5G systems involves the connection of massive devices.
How to achieve low computing complexity, fast data, and heterogeneous terminal access are its
main challenges [1].
With the gradual strengthening of computer analysis and computing capabilities, which causes
higher computational complexity and let it is difﬁcult to fast access to massive terminals and data
under 5G system [2]. Therefore, some systems and applications give up the protection of secure
access authentication to ensure performance. Physical layer security realizes information theory
security through the unpredictability and randomness of wireless channels or security identiﬁcation
through the essential attributes of hardware [3-5]. Radio frequency ﬁngerprint (RFF) identiﬁcation
technology is a technology that recognizes wireless devices based on the unique hardware
characteristics of the transmitting device to achieve security authentication [6]. These unique
characteristics are mainly due to the manufacturing defects of the wireless transmitting device
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hardware, the nuances of the line routing, etc. Just as each of us has a unique biometric ﬁngerprint,
it can also uniquely characterize wireless devices, so it is safe in wireless terminals. Access, Internet
of Things (IoT) node security access and other ﬁelds have received more and more attention.
Radio frequency ﬁngerprint (RFF) as a non-cryptographic authentication method that is based on
devices’ hardware information is an asymmetric authentication method under the edge computing
system and almost all the computing load will be bared by the edge center, which means that this
method is low cost for the terminals and may meet the requirements of high speed, low power
consumption and high security of 5G network. The existing best research on RFF authentication
method is the method of RFF identification based on machine learning, which presents high
computing burden to the edge center [7-10].
In machine learning based RFF algorithms, when the number of feature dimensions is very large
compared to the number of training, some algorithms are difﬁcult to effectively train. This is called
the "dimensional curse", and there are not many papers that apply dimensionality reduction ideas to
radio frequency ﬁngerprint identiﬁcation. Principal Component Analysis (PCA) and Kernel
Principal Component Analysis (KPCA) are widely used as classic dimension reduction algorithms
in data dimension reduction. KPCA algorithm is a non-linear extension of PCA algorithm. The
algorithm maps the original data to a high-dimensional space through a kernel function and then
performs dimensionality reduction. In this paper PCA is employed to solve the problem of high
computational complexity and time consuming, a principal component analysis (PCA) algorithm
based on multi-resolution analysis and reliefF was proposed.
In the next section it is going to present a data dimensionality reduction model, the training
process, and some computational experiments. Then, the paper concludes with remarks.
2. Data dimensionality reduction methods
Data dimensionality reduction has good effects in reducing data storage, speeding up machine
learning, and reducing computational complexity. It can also visualize data, so it can often be seen
in the ﬁelds of machine learning, data mining, and image processing. Figure. Classiﬁed by attributes,
the dimensionality reduction methods can be divided into ﬁltering, wrapping, and embedded. Filtering is the simplest and most time-efﬁcient method. It assigns weights to each dimension feature,
weights represent the importance of features, and are sorted according to weight. Wrapper is a
method to search and verify the optimal subset from all subsets, but because the number of subsets
in the set is exponential, this method has a particularly large amount of calculation. Aiming at this
problem, a greedy search strategy of forward or backward search is generated to achieve the effect
of efﬁciently searching for a subset of the feature space. The embedded method combines the idea
of feature selection with the model training process to assign values to each feature. This section
will introduce common methods for reducing the dimension of RF ﬁngerprint
2.1 ReliefF algorithm
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(1) In formula (1), H j (x i )

is the j nearest neighbor sample of the same kind of x i , M j (x i ) is the j nearest neighbor sample
of the different kind of x i , Fl represents the lth feature, l = 1, 2, , m ， diff ( Fl , xi , x j )
represents the difference between the sample vector xi and the sample vector x j on the feature

Fl . The calculation formula is as follows:
| xi [ Fl ] − x j [ Fl ] |

, if F is continuous
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The speciﬁc steps of the releiff algorithm implementation are as follows:
Step 1. Give the sample set T and feature set F;
Step 2. Randomly select the samples x i , take the k samples of the same kind of x i and record
them as H (x i ) , and record the samples of different classes as M (x i ) ;
Step 3. Update the weight of each feature according to the weight formula (1);
Step4. Repeat the process of randomly selecting samples and updating feature weights in step 2
and step 3 for many times to get the ﬁnal feature weights W and rank them from high to low;
Step 5. Remove the features whose weight is less than the threshold to get a new sample set.
2.2 PCA algorithm
Principal Component Analysis (Principal Component Analysis, PCA) is a commonly used linear
dimensionality reduction algorithm, which can realize the original data with fewer features after
dimensionality reduction, and achieve maximum separability. The basic idea is to extract the main
information of the data and abandon the redundant information to achieve the purpose of compressing the data. The form of information redundancy is that there will be a high correlation between
some dimensions in the data. In order to eliminate information redundancy, the purpose of PCA is
to rotate the original coordinate system to form a new coordinate space, so that the new Coordinate
space can weaken the correlation or focus the main information in fewer dimensions. Assuming that
the vector x1 , x 2 , , x N ∈ R m a training sample with zero mean, the goal of the PCA algorithm is to
ﬁnd a d-dimension ( d < m ) vector containing the largest variance in the vector data in space. The
vector x j is projected to the v axis, and the resulting projection vector is:
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where θ is the angle between the vector Ox j and v , the vector is a unit vector, and its coefﬁcient is
essentially the inner product. We have:
T
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(2)

The projection of all points x1 , x 2 , , x N in this normalized direction is
vT x1 , , vT x N

The variance of the projection is:
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where C is the covariance matrix. The objective is transformed into an optimization problem with
equality constraints v = arg max vT Cv . Using the Lagrangian multiplier method, the original optiv∈R d , v =
1

mization equation is equivalent to:

Cv = λ v

 v =1

(7)

The optimization problem is calculated v to maximize X, and can be solved by equation (7), then
T
T
Cv v=
λ v λ=
v=
vT v λ

(8)
Solve Cv = λ v to get the largest eigenvalue λ. The eigenvector v corresponding to this value. The
eigenvector is the largest principal component direction. If you need to add one more direction, you
need to continue to ﬁnd a second largest λ, the direction pointed by the corresponding feature vector
v is the direction that makes the variance the second largest, and so on to obtain a multi-dimensional
vector space. The algorithm steps of principal component analysis are as follows:
Step 1. The data vector of K class of each class is composed into N data set to perform column
p× m
zero mean processing to obtain a matrix X ∈ R , where p= K × N is the number of samples requiring dimensionality reduction and n is the feature dimension of the original sample;
Step 2. Calculate the covariance matrix of X:
XX T
Cov( X ) =
p

(9)

Step 3. Calculate the eigenvectors ui and eigen values λi of the covariance matrix, and sort the
eigen values in ascending order:

λ1 ≥ λ2 ≥  ≥ λ p

(10)

Step 4. The contribution rate of the d previous principal components can be represented by the
ratio of the sum of the previous eigenvalues to the sum of the total eigen values X. Set the threshold
Q (usually Q > 85), the dimension value d is determined after the dimension reduction, and the
transformation matrix R is:

R = (u1 , u 2 , , u d )

(11)

Step5. Then the original matrix can be reconstructed as:
(12)
X ′ = RX
Most of the feature information of X ′ extracted from the reconstructed matrix X and achieves
the purpose of reducing the data dimension.
2.3 Improved algorithm based on multi-resolution analysis and reliefF algorithm
Aiming at the problem of high dimensionality, a feature selection method (PCA-RF) combining
PCA and reliefF algorithm was proposed in [18]. However, the PCA algorithm was ﬁrst used to re-

86

duce the dimensionality and to ﬁlter out the features that are favorable for classiﬁcation risk, which
reduces the classiﬁcation recognition rate. Therefore, based on RF ﬁngerprint recognition, a principal component analysis algorithm (MulRF-PCA) based on multi-resolution analysis and reliefF is
proposed in this section. The multi-resolution analysis is used to extract the RF ﬁngerprint characteristics of the signal. The features are weighted to remove features that are not conducive to
classiﬁcation. Finally, the PCA algorithm is used to reduce the dimensions and remove the correlation. The process of the dimensionality reduction and identiﬁcation algorithm for the RF ﬁngerprint
features combined with multi-resolution analysis, reliefF, and PCA algorithms is shown in Figure 1.
The multi-resolution analysis is performed on the collected RF ﬁngerprint signals to obtain the initial features. ReliefF feature selection is followed by PCA dimensionality reduction, and ﬁnally
SVM is used for classiﬁcation and recognition. Using multi-resolution analysis can effectively extract RF ﬁngerprints from the signal. However, the extracted feature dimensions are high and the
time overhead of machine learning is large. Therefore, the reliefF algorithm is used to eliminate features that are not conducive to classiﬁcation. However, the existence of feature redundancy will still
increase the computational overhead, and then the PCA algorithm is used to remove the correlation
between the features. The SVM calculation is reduced while ensuring the recognition rate the complexity.

Figure 1. The results obtained by four basic predictors
The symbol characteristics based on the signal amplitude information can be expressed as:
(13)
When the amplitude is non-negative, the symbol eigenvalue is 0, and when the amplitude is negative, the symbol eigenvalue takes 1. The signal-to-noise ratio is the ratio of the useful signal power
(Power of Signal) to the noise signal power (Power of Noise), and the signal power is proportional
to the square of the amplitude.
2
Psignal  Asignal 
=
SNR = 
(14)

Pnoise  Anoise 
Let SNR = d, then Anoise = d Asignal , the amplitude of the noisy signal is expressed as:

(

)

A=
Asignal ± Anoise =
1 ± d Asignal

(15)

1
is reduced accordingly, so the efd
fect of signal noise on the actual signal amplitude becomes smaller and smaller, explaining that as
the SNR increases, the recognition rate of signal amplitude characteristics will gradually increase ;
1
when d > 1, the value of
is always less than 1, so the noise will not have any effect on the
d
symbol characteristics of the noisy signal, which explains that the symbol features have a good
recognition effect at a low signal-to-noise ratio.
With the increase of the signal-to-noise ratio, the value of

2.4 Experimental analysis
The experimental parameters of the relief algorithm are conﬁgured as follows. The number of
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selected samples is set to 30, the number of iterations is set to 50, and the number of nearest neighbors k is set to 10. As shown in Figure 2, among the 14-dimensional features whose weight values
are greater than 0, there are 3, 4, 8, 10, 11, 12, and 14 dimensional features. The remaining features
have weight values less than 0, and the threshold is set to 0.Therefore,the algorithm will remove the
5-dimensionalfeaturesandretain the remaining 7-dimensional features, so as to describe the original
243-dimensional data, as shown in Figure 3.
The following three dimensionality reduction algorithms use SVM for training and testing, and
the performance comparison between algorithms is based on runtime, test correctness (recognition)
rate, and so on. Compared with the MulRF-KPCA algorithm, the running time of the MulRF-PCA
algorithm is much shorter. Compared with the MulPCA-RF algorithm, the running time is not
signiﬁcantly improved. The correct recognition rate of the MulRF-PCA algorithm is 99.6% in the
absence of noise, which is much higher than the recognition rate of the MulPCA-RF algorithm,
which is 2.4% higher than the recognitionrate of the MulRF-KPC algorithm. MulRF -PCA algorithm outperforms the other two algorithms in various signal-to-noise ratios. With a recognition rate
of 90% as the standard, the MulRFPCA algorithm improves 4 signal-to-noise ratios compared to the
MulRF-KPCA algorithm. It can be shown that the PCA algorithm is better than KPCA. The algorithm is more suitable for application in the dimensionality reduction algorithm of RF ﬁngerprint
features. Therefore, based on the above analysis, the experiment proves that the proposed MulRFPCA algorithm can describe the original data with less dimensional features to a great extent, and is
effective in both classiﬁcation performance and time efﬁciency.

Figure 2. Test recognition rate of three algorithms
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Figure 3. Weight distribution of 243 features
3. Conclusion
This paper ﬁrst gives an overview of the dimensionality reduction methods, classiﬁes them by attributes and mapping methods, and then introduces the dimensionality reduction methods commonly used in radio frequency ﬁngerprint identiﬁcation and authentication, mainly including the reliefF
algorithm. The theoretical basis method is provided for the improved dimensionality reduction algorithm described later. Aiming at the problem of high feature dimension of radio frequency ﬁngerprint recognition, this paper has presented a principal component analysis algorithm combining
multi-resolution analysis and reliefF based on the feature extraction algorithm, which has achieved
a higher recognition rate and lower computational overhead. By combining with an improved feature transformation method-symbol feature extraction, a reliefF based on symbol features and a
principal component analysis algorithm for sample selection were proposed to ensure High recognition rate with low signal-to-noise ratio after dimensionality reduction.
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