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Abstract: With the perfect combination of intelligent terminal and internet. Smart terminals
increasingly involve sensitive information such as business secrets and personal privacy. So, it is
very necessary to have a model for assessing the security performance of intelligent terminals.
Current methods of terminal classification, especially artificial intelligence (AI) technology, which
have the problems of long test time and insufficient precision because of insufficient data. In view
of this problem, this project proposed a data enhancement method for security classification of
intelligent terminals. The article first introduces the method of acquiring enhanced data sets, and
then uses the SVM algorithm to implement the hierarchical classification of smart terminals based
on the acquired enhanced data sets. The randomness of samples can be enhanced, so the robustness
of samples can be enhanced. It is of great significance to the research of terminal security
classification.
1. Introduction
With the popularization of the network and the development of 4G / 5G wireless network, the
application of terminals has penetrated into our daily life. However, compared with PC, the terminal
is more vulnerable to attack due to its limited size, energy and computing power, and the terminal is
widely distributed in personal and various application scenarios and easy to access, which makes it
more and more vulnerable to attack ([1], [7]). As people's dependence on intelligent terminal, the
terminal security problem is also increasingly prominent. In particular, the personal privacy [2] and
commercial confidential documents stored in the intelligent terminal. In recent ten years, a variety
of attacks [3] on mobile intelligent terminals emerge one after another. The attacks on terminals
become an entry point to attack the network, and the hidden dangers of terminals also become an
important issue of network security. In this context, it is necessary to evaluate the security of
intelligent terminals.
In mobile intelligent terminal security assessment, Mobile intelligent terminal security
evaluation has become one of the most effective means to ensure the safe use of intelligent terminal,
which can achieve the objective and accurate classification of the security level of mobile intelligent
terminal [4]. At present, regarding the quantization division of terminal safety level, the methods of
terminal single safety test have achieved certain results ([5], [8]), and then, by synthesizing some
quantitative data of terminal security performance, advanced classification method is adopted for
terminal security classification, especially based on artificial intelligence (AI) technology, through
the learning algorithm, the security performance of the terminal can be objectively classified.
However, the classification method based on artificial intelligence (AI) technology requires a large
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amount of data to train the model, and it takes a long time to test the data [6]. If the data is
insufficient, the classification accuracy will not be accurate enough. In view of this problem, this
project proposes a data enhancement method for smart terminal security level classification.
2. Terminal Security Classification Based on Data Enhancement Method
The enhanced data set is obtained through the data enhancement method, and then the enhanced
data set is used as training data to classify the security level of the intelligent terminal based on the
SVM algorithm.
2. 1 Get the enhanced dataset
The purpose of this scheme is to overcome the shortcomings of existing technology, to provide a
data enhancement method for intelligent terminal security classification, to construct new
pseudo-evaluation samples by using the correlation of terminal security evaluation samples, and to
introduce the concept of random weight to increase the randomness of sample construction, so as to
enhance the robustness of sample set.
Get enhanced datasets through data augmentation methods, including the following steps:
S1: Test the 𝑘𝑘𝑘𝑘ℎ intelligent terminal for S times and get the test result M k1 , M k2 , , M kS , each test

result consists of 𝑛𝑛 individual test scores, that is represented by M ki = [m1 , m2 , , mn ]T , where 𝑚𝑚𝑗𝑗

is the score of the 𝑗𝑗𝑗𝑗ℎ single test case, the higher the score, the better the security performance [10];
S2: Multiply the test result by the weight function 𝐻𝐻(𝑛𝑛) of each single instance to get the
total score Y of each terminal. Where the weight function 𝐻𝐻(𝑛𝑛) is a uniform probability density
1
function, expressed as H = [h1 , h2 , , hS ]T , hi = , i.e.𝑌𝑌 = (𝑀𝑀𝑖𝑖𝑘𝑘 )𝑇𝑇 . 𝐻𝐻; At the same time, the
N
terminal security level 𝑦𝑦 is divided into 𝑊𝑊 levels, and W − 1 thresholds are set to be a positive
number η1 ,η 2 , ,ηW −1 , When 0 < Y ≤ η1 is satisfied, the terminal security level is defined as level

1, and when η1 < Y ≤ η 2 is satisfied, the security level is defined as level 2, and by analogy, when

ηW − 2 < Y ≤ ηW −1 is satisfied, the security level of the terminal is defined as K − 1 ; when Y > ηW −1 is
satisfied, the security level is defined as 𝑊𝑊. The higher the security level, the more secure the
terminal;
S3: By testing the calculation of the total score M i and the security level 𝑦𝑦 of a terminal, the S

times test data set 𝑫𝑫𝐾𝐾 of the 𝑘𝑘𝑘𝑘ℎ terminal is:
𝑫𝑫𝑘𝑘 : 𝑫𝑫𝑘𝑘 = {𝑿𝑿𝑘𝑘 , 𝒀𝒀𝑘𝑘 }
1
2
S
Where X k =  M k , M k ,  , M k  ,

(1)

and T = {( M 1 , y1 ), ( M 2 , y2 ), , ( M N , yN )} , yi ∈ {1, 2,3, 4} ,

i = 1, 2, , N ;

S4: The corresponding labels (node number), that is, the output sample set is:

Yk =  yk , yk ,  , yk 

S
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(2)

Where yk ∈ {1, 2, , W } ;
S5: Then, construct a new input channel information sample according to the following formula:
M kn
=

1 n+∞ i
∑ M , 1 ≤ α0 < S , n + α0 ≤ S
α 0 + 1 i =n k

(3)

Where 𝛼𝛼0 is a positive integer representing the number of samples constructed for each
parameter evaluation sample;
S6: The input sample set after average data enhancement is:

X k† =  M k1 , M k2 ,  , M kS , M k1 , , M kNk 

(4)

Among them, N represents the number of channel information vectors after average data
k
enhancement;
S7: The label matrix after average sample construction, that is, the output sample set is:

Yk† =  yk , yk ,  , yk 

S + Nk

(5)

S8: Get enhanced dataset:
𝓓𝓓†𝑘𝑘 : 𝓓𝓓†𝑘𝑘 = {𝑿𝑿𝑘𝑘† , 𝒀𝒀†𝑘𝑘 }

(6)

The process of obtaining an enhanced data set is illustrated below with an actual data set.
This experiment is based on the established security test development platform, taking the
evaluation of the mobile smart terminal model as Xiaomi 4C, the system is Android 6.1.1 as an
example, testing from four aspects of system security, storage security, privacy security and
application security. The test safety from low to high scores range from 0-100.
For example: the first test result of a terminal is 𝑀𝑀𝑘𝑘𝑖𝑖 = [𝑚𝑚1 , 𝑚𝑚2 , ⋯ 𝑚𝑚𝑛𝑛 ] = [95,50,80,95], Among
them, 𝑖𝑖 = 5, 𝑛𝑛 = 4, and get 5 times test results of one terminal in turn:
95 95 100 95 100
50 60 50 60 50
𝑿𝑿𝒌𝒌 = [𝑴𝑴1𝐾𝐾 , 𝑴𝑴2𝐾𝐾 , ⋯ , 𝑴𝑴𝐾𝐾𝑆𝑆 ] = �
(7)
�
80 85 85 85 85
95 100 95 95 95
A new input channel information sample constructed by formula (3), where 𝛼𝛼0 = 1, and then,
the input sample set after average enhancement is:

95 95 100 95 100 97.5
50 60 50 60 50 55
=
=�
(8)
�
80 85 85 85 85 85
95 100 95 95 95 95
Get test item weight vector 𝐻𝐻(𝑛𝑛) = [0.373 0.163 0.278 0.185] based on AHP algorithm, and
then, the output enhanced sample set is obtained.
[𝑰𝑰𝒌𝒌 , 𝑰𝑰𝒌𝒌 , ⋯ , 𝑰𝑰𝒌𝒌 ] = [79.95 84.47 82.63 83.54 82.63 83.09]𝛵𝛵
𝒀𝒀†𝑘𝑘 = �����������
(9)
𝑿𝑿†𝑘𝑘

𝑁𝑁
�𝑴𝑴1𝐾𝐾 , 𝑴𝑴2𝐾𝐾 , ⋯ , 𝑴𝑴𝐾𝐾𝑆𝑆 , 𝑴𝑴1𝐾𝐾 , ⋯ , 𝑴𝑴𝐾𝐾𝑘𝑘 �

𝑆𝑆+𝑁𝑁𝑘𝑘

Where 𝑁𝑁𝑘𝑘 =1.
S9: Using the new data set obtained by formula (9) as the training set, the AI-based terminal
security level classifier is trained.
The beneficial effects of this solution are:
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(1) A new pseudo-evaluation sample is constructed by using the correlation of the terminal
security evaluation samples, and the concept of random weight is introduced to increase the
randomness of the sample structure to enhance the robustness of the sample set.
(2) The data collection enhancement method of this solution can be applied to the enhancement
of various AI-based terminal security level classifier data.
(3) This security level classification data collection enhancement method can be applied to a
variety of different intelligent terminal devices, has strong portability, and is widely used.
2.2 Classification of Terminal Security Level Based on SVM Algorithm
Taking the support vector machine (SVM) terminal security level classification method as an
example ([9], [11]), the enhanced data described in this solution S1-S9 for the security level
classification of the SVM method includes the following steps.
According to the level W of the security level, a 𝑊𝑊 − 1 layers support vector machine model is
used to calculate the security level, including the following sub-steps [12]:
(1) Initialize, make the initial variable 𝑚𝑚 = 1;
(2) Divide the training set into two classes, where one class is 𝑦𝑦 = 𝑚𝑚 and another class level is

𝑦𝑦 = 𝑚𝑚 + 1~𝑊𝑊 , that is, training set 𝓓𝓓†𝑘𝑘 : 𝓓𝓓𝑘𝑘† = {𝑿𝑿†𝑘𝑘 , 𝒀𝒀†𝑘𝑘 } is obtained, where 𝑿𝑿𝑘𝑘† and 𝒀𝒀†𝑘𝑘 is shown

1, yk = 1;
yk = 
, W }; k 1, 2, , S + N k
−1, yk ∈ {2,=
by equations (4) and (5), and 𝒚𝒚𝑘𝑘 in formula (5) is
;
(3) Construct and solve the constraint optimization problem, the formula is as follows:
min
α

S + Nk
1 S + Nk S + Nk
α iα j yi y j ( xi  x j ) − ∑ α i
∑
∑
2=i 1 =j i
=i 1

S + Nk

s.t.

∑α y
i =1

i

i

≥ 0 ， i 1, 2, , S + N k
= 0 ， α i=

(10)

(11)

Find the optimal solution α ( m ) = (α1( m ) , α 2( m ) , , α S( m+ N) k )T ，where α = (α1 , α 2 , , α S + Nk )T is the

1, −1} ， i 1, 2,3, , S + N k ；
Lagrange multiplier vector, xi ∈ χ =
R n ， yi ∈ γ ={+=
(4) Calculate:
w( m ) =

S + Nk

∑α
i =1

(m)
i

(12)

yi xi

In the formula, 𝑤𝑤 represents the normal vector value of the classification hyperplane in the

high-dimensional space; at the same time, select a positive component of α (j m ) > 0 , and calculate
)
b ( m=
yj −

S + Nk

∑α
i =1

(m)
i

yi ( xi  x j )

(13)

Where b is the intercept value of the classification hyperplane in the high-dimensional space;
(5) Get the hyperplane by calculation w( m )  x + b ( m ) =
0 , and then, by the classifying decision
function
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=
f ( m ) ( x) sign( w( m )  x + b( m ) )

(14)

The terminal with security level 𝑚𝑚 is divided: When f (1) ( M i ) = 1 , the terminal security level is

𝑚𝑚, and when f (1) ( M i ) = −1 , the terminal security level is 𝑚𝑚 + 1~𝑊𝑊;

(6) Determine if the value of 𝑚𝑚 is equal to 𝑤𝑤 − 1 : if yes, complete all security level
classifications; if not, perform +1 operation on 𝑚𝑚, and return to step (2).
The test items include text message function, call function, third-party software, kernel
vulnerability, audit function, storage and deletion of file warnings. The security level is 4 levels,
where 3 thresholds need to be set, and a 3-layer support vector machine model is used.
The flowchart of the method implemented in this solution is as follows.

Figure1. Method flow for technical solution implementation
3. Conclusion
Aiming at the problem of long test data and insufficient accuracy caused by insufficient data
based on the AI algorithm security level classification method, this paper proposes a data
enhancement method for security classification of intelligent terminal. This method overcomes the
shortcomings of the existing technology, enhances the robustness of the sample set, and realizes
different security requirements of users on smart terminals.
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